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Serverless Observability
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Traditional monitoring layers

Application + Data

Network/Storage
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Serverless monitoring layers
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Monitoring is more than watching for failures

What is the
usage?
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Three pillars of observability

Metrics

Traces

Numeric data measured at
various time intervals (time
series data); SLIs (request

rate, error rate, duration,
CPU%, etc.)

Timestamped records of
discrete events that
happened within an
application or system, such
as a failure, an error, or a
state transformation

A trace represents a single
user’s journey across
multiple applications and
systems (usually
microservices)
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Definitions from: Distributed Systems Observability
https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/
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Observability is the goal
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Observability is the goal
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Breadth and depth of CloudWatch and X-Ray

Collect
e Embedded Metric
Format
e Metric Filters .
e StatsD & CollectD

e AWS PrivatelLink
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Monitor

Cross-Account,
Cross-Region
Dashboards

Automatic
Dashboards

Metric Math

SQS and SNS add
support for X-Ray
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Act

Synthetics

Anomaly
Detection

Metric Math
Alarms

Search
Expressions

Analyze

Servicelens

Contributor
Insights

Container Insights
Logs Insights

X-Ray Analytics
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AWS Lambda-ready monitoring partners
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Metrics & Alarms




Serverless services publish metrics to CloudWatch

* |nvocation metrics e REST API/HTTP API
* |nvocation Count, Errors * Request count
 Throttles  Latency, Integration Latency
* Provisioned Concurrency Invocations + Spillover Errors: 4xx, 5xx
* Performance metrics * Cache hit / miss (REST only)
* Duration  Data processes (HTTP only)
* |terator age  WebSocket API
* Concurrency metrics * Connect, message counts
* Concurrent executions * Integration latency
*  Provisioned Concurrency utilization * Error: Client, Integration, Execution
Not exhaustive, subject to change
© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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CloudWatch Lambda Insights adds deeper insight

 Collect and summarize performance
metrics

CloudWatch Lambda Insights

Performance monitoring

A lnalarm 0 ® Insufficient data 0

e Drill down into metrics and errors for
Lambda functions

Function Cost

MB-Ms

 Review function cost, duration, memory
usage, errors, etc.

@ bash-runtime
cpu-intensive

@ idle

@ network-intens...

 Easyto enable

Errors

Count
@ bash-runtime

4 cpu-intensive

@ idle

@® memory-intens...

@ network-intens...
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@ memory-intens...

® network-intens...

Performance monitoring

1Th  3h

®oKo

Duration

Milliseconds

259k J—

S TS

Memory Usage (Max)

%

lw  Custom (6h) Add to dashboard c I

@ bash-runtime
cpu-intensive

® idle

@ memory-intens...
@ network-intens...

@ network-intens...

@ bash-runtime
cpu-intensive

®idle

@ memory-intens...

@ network-intens...

Invocations

Count

4

Network Usage

Bytes

471k

@ bash-runtime
cpu-intensive

@idle

@ memory-intens

@ network-intens

@ network-intens

@ bash-runtime
cpu-intensive
@ idle

@ memory-intens

® network-intens
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Take action via CloudWatch Alarms

* Errorrate e Success rate

* Throttle count e Example: > 99% return 2xx

* Dead Letter Queue count (async) * Latency

* |terator age (e.g. Kinesis, SQS, DDB Streams)  Tail p90/p95/p99, threshold by SLA

e Concurrent executions (Regional, across all funcs)

* Message age
* Message flow rate is a good indicator of health
* Message in should equal message out
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Structured Logging

dWsSs



[2021-02-23T719:59:07Z]
[2021-02-23T19:59:07Z]

[2021-02-23T719:59:08Z]

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

INFO

ERROR

INFO

Request started
AccessDenied: Could not access resource

Request finished
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Structured logging augments log messages with data

 Annotate log messages with
additional data / context

L N
e Useful in troubleshooting {
"time": "",
. . "level": "ERROR",
 Easier for machine and human to "message”: "AccessDenied",
. . . "details": "Could not access resource",
parse, derive insights "request_id": "1ab31f30-cbf6-4995...",
"function_name": "test-function",
* Often JSON, but key=value also an ) cordstart
option
© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS

V"



Easily log to CloudWatch Logs

message = {
"TimeStamp": "2023-02-24 13:08:22",
"LogLevel": "INFO",
"Message": "New item in cart",
"QuantityInCart": 2,
"ProductId": "123456",
"CartId": "abcefege"

}

# Python
print(json.dumps(message))

console.log(JSON.stringify(message));

enc := json.NewEncoder(os.Stdout)
enc.Encode(message)

class JSONLoggerInitializerFactory...
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Custom Metrics
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Use Embedded Metrics Format for custom metrics

* CloudWatch Embedded Metrics XX
Format (EMF) generates metrics with {
. "_aws": {
a simple statement "Timestamp": ,
"CloudWatchMetrics": [
{
 Append metrics, dimensions, and "Namespace": "lambda-function-metrics",
) "Dimensions": [["functionVersion"]],
annotations "["’1§tr'ics": [
) “Name“: ”t@mef,
e Faster, less expensive than U T seconds:
]
: }
* C(Client libraries available for Python oo |
) ”fgncttonVerSLon”: "$SLATEST",
and Node.js “time": 100,

"requestId": "989ffbf8-9ace-4817-a57c-e4dd734019ee"
}

dWsSs

V"

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Publish custom metrics with EMF for...

 Business / customer metrics
* Revenue, sign-ups, page view, etc.
* Operational metrics

 Deployment feedback time, on-call pages, etc.

* Error metrics
* Exceptions thrown in Lambda functions, etc.

e Other information
* Category, item, environment, other dimensions / context

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Search & analyze logs with CloudWatch Logs Insights

[ _
* Interactively query logs groups to filter
# Top most expensive executions

and analyze logs filter @type = "REPORT"
| flields @requestId, @billedDuration

. . | sort by @1illedDuration desc
* Pre-built queries for common Lambda | limit

analysis, e.g.: Logs | Visualization
 Latency statistics for trailing five minutes

* Find overprovisioned memory
Most expensive requests

: @requestld

8b527882-20ae-4a07-8e29-fa433fad854e
3df88f52-df10-4c65-9d@e-2ac60bd33ada
7b693943-d5b6-4dd4-9bba-6981b0e6foeb
04942782-2508-4074-a2ff-44eb2ef780f1
d95cb7d7-d76d-4114-a810-5b59bd1e@aS7
d8ccbf2c-c4fb-448c-a7c3-ab6f4b811bed
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Quickly identify and diagnose errors

Logs Visualization

* CloudWatch Logs Insights can help
quickly retrieve error messages across
Log Groups

 Annotations provide additional context

: @timestamp : Lloglevel : message
2019-12-11T13:53:43.870+01:00 ERR Hash value mismatch
2019-12-11T13:53:43.690+01:00 ERR Hash value mismatch
2019-12-11T13:53:41.950+01:00 ERR Hash value mismatch
@ingestionTime 1576068829802

® @log 017024781235:/aws/lambda/GetItemsFunction-73FAT6Z12SPP
@logStream 2019/12/11/[$LATEST]e309f7494d944c8ba4d5511225346¢eel
# Get the last error messages @message {"operation": "get_items", "storeld": "49eb952a-ble7-57ea-a23:
fields @timestamp, loglevel, message
| Tilter loglevel = "ERR" etimestamp 1576068821950

| sort @timestamp desc

‘ Limit @xrayTraceld 1-5df0e6d5-f83793e0@eb1202e01eab4620
mt

environment develop

functionName demo-GetItemsFunction-73FAT6Z12SPP
functionVersion $LATEST

itemId 09063559-cb29-482d-8a08-ebbfel62201f
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Tracing




AWS X-Ray enables tracing of distributed applications

. . AWS X-Ray
e Scales for microservice and

serverless architectures

* |dentify the root cause of
performance issues and errors

 X-Ray provides a cross-service view
of requests made to application

* Aggregates data across services into a trace (via
a passed trace identifier)

e Support for Lambda, API Gateway, SNS, Step
Functions, DynamoDB, S3, etc.

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. a v\ S
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AWS X-Ray enables tracing of distributed applications

ID

O etho uration ge
- - .6 sec .1 sec -02- :52: - a07f- a a68c: cf
o ® 33.1 (2021-02-24 18:52:47 UTC) 1-6036a07f-047808ad3d2a68c276068c69
L]
v Trace Ma

* Enable X-Ray tracing in Console

* Requires IAM permissions for X-Ray

* |nstrument function using X-Ray
SDK to extend trace

v amplify-aws-news-prod-141037-ImageServingFunction-1TC7T8YMV7D2T AWS:Lambda

amplify-aws-news-prod-141037-ImageServingFuni 200 1.6 sec v]

° S D K fo r Pyt h O n , N O d e .j S, G O, J ava , etc ) v amplify-aws-news-prod-141037-ImageServingFunction-1TC7TT8YMV7D2T AWS::Lambda:Function

amplify-aws-news-prod-141037-ImageServingFun - 774 ms v]

583 ms

772 ms

161 ms

95.0 ms

resize_and_store_image - 407 ms

. 119 ms
135 ms

0.7 ms

const AWSXRay = require('aws-xray-sdk-core');
const AWS = AWSXRay. (require( 'aws-sdk'));

b

const s3Client = new AWS.S3();
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Bring best practices with AWS Lambda Powertools

Suite of utilities for AWS Lambda functions to ease adoption of best practices:

output as structured JSON
Tracing: send traces to AWS X-Ray
custom metrics with embedded metric format
parameters, Amazon SQS batch processing, etc.

Python
https://github.com/awslabs/aws-lambda-powertools-python

Java

https://github.com/awslabs/aws-lambda-powertools-java
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https://github.com/awslabs/aws-lambda-powertools-python
https://github.com/awslabs/aws-lambda-powertools-java
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Thank you!

https://aws.amazon.com/serverless/
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https://aws.amazon.com/serverless/

